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* Independent consultant as Simon
Josefsson Datakonsult AB

e Prolific free software and GNU contributor

e GNUuTLS, LIbIDN, GNU SASL, Shishi, Libtasnl,
Emacs, ...

« Standardization work in the IETF
« SASL, Kerberos, DNS, ...
« Member of Fossgruppen



« Started in 2007 in Stockholm
 Founder and CEO is Stina Ehrensvard
* Presence today in Sweden, UK and US
« Team of ~10 people

e Core invention is the YubiKey

* Online web shop and (in)direct sales

* Free software friendly
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YubiKey Quick Facts

 The YubiKey generates one-time passwords
for identification and authentication

 No batteries, no display, no mechanical

pUrposes Q
 Two factor, One Touch, Zero drivers!

buttons X
 Unigue AES key In every YubiKey

* YubiKey configuration is customizable -




' _ ~ 1. RFID card with PIN + card reader + client software

2. USB-key with PIN

3. USB-key with 1 button
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IDENTITY ONE TIME PASSWORD

ccccccccehllvjjitleikcffjndtjkgnrejudfrjncun
ccccccccehllcrnhttrgbgikrcctihnlhclrvhkldcdj
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DEMO

1.Paste YubiKey into text editor
2.Validate OTP against online demo



Emacs: *scratch*

File Edit Options Buffers Tools Lisp-Interaction Help

T BEREXLtESXETREAQAD ™ @

;+ This buffer is for notes you don't want to save, and for Lisp evaluation.
;3 IT you want to create a file, visit that file with C-x C-T,
;s then enter the text in that file's own buffer.

ekhgjhbctrgnhntvgdukibufbigcrjndknctghibitc]
ekhgjhbctrgnrikkkuuuilenhnuuuluefkcltddcvrgd
ekhgjhbctrgngiltdihufjjllhdfdnhkdfgeujgfhjtv
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e GNU'lceCat BEE)
File Edit View History Bookmarks Tools Help

&e v G @ @ [”v‘ http:/fyubico.com/demo/one_factor.php VI [-:|v||:300gle @] ABP/IR

o http:ffyubico...e factor.php | ~
yubico

trust the net

Basic Login Demo

Demo YubiKey only

Congratulations simon!

You have been successfully authenticated with the YubiKey.

* Try again

# Demo YubiKey + password

# Demo Yubikey + username/password

* Set username/password for Demo

# Back to main page

Technical details

More information about the performed transcaction:

HTML fields

mode ane-factor

kay ekhgjhbctrgnedjbkttebhkhriubhjiubfourgjjuk b
identity ekhgjhbctrgn

db_realname simon

Authentication Output
h=CwtSC//DjEbDahmF206ZWkaSkDg=
t=2010-04-19T0%9:04:13Z0877
status=0K

Cone




* One YubiKey OTP consists of two parts:

 0-16 modhex characters with identity
« 32 modhex characters with OTP data

 The two parts are concatenated:
« ekhgjhbctrgnkutgvrvkinlignkejtlgidhbubeuebdb

* Yubico ships 12 character identities
« Splitting PASSWORDOTP concern
 |dentity string is configurable



USB keyboards returns scan codes, not
characters! Keyboard layout matters...

Modhex encoding is hex encoding with
another alphabet

« cbdefghijklnrtuv (modhex)
e 0123456789abcdef (hex)

For examplehex string 00 is cc in modhex
« Modhex ekhgjhbctrgn is 39658610dc5b hex

Goal with alphabet is keyboard layout
iIndependent character input



 Internal format of the encrypted OTP:

* 6 byte:
« 2 byte:
¢ 2 byte:
« 1 byte:
« 1 byte:
e 2 byte:
« 2 byte:

internal identity string

session counter (non-volatile)

8Hz timestamp (low part)

8Hz timestamp (high part)

session use (volatile)
non-predictable data “nonce”
CRC-16 of all fields with this field 0

* Final OTP is AES-ECB encrypted plaintext



« The YubiKey OTP has two monotonously
Incrementing counters:

« One that is stored in long-term memory: incremented
by one on first use after each powerup

« One in volatile memory: incremented by one on every
use during a powerup-cycle

« The YubiKey OTP contains time information:

« However it is not wall-clock time but instead time since
last power-up (there is no battery)

« Requires two OTPs from the same powerup-cycle to
detect time-delaying phishing



« Open AuTHentication
« http://www.openauthentication.org/

« HMAC-based One-Time Password (HOTP)
« RFC 4226

« Enables one-time-password systems with
tokens from multiple vendors

 The YubiKey can be programmed to
generated OATH HOTP codes

* Version 2.x only - since December 2009


http://www.openauthentication.org/

« Static password mode

 Generate the same strong password on every
YubiKey touch

* Vulnerable to keyloggers!

« Can provide some security advantages
compared to human-recalled passwords

« Useful when evaluating user-acceptance
of YubiKey - no infrastructure changes



* YubiKey combined with RFID chip

* Provides security in both digital and
physical world

M
- RFID\







e YubiKey - different variants

e Personalization software

e Low-level OTP parsing libraries
 Validation protocol specification
e Clients to validation server

* Online Validation server
 Hosted demo servers



« Yubico Forum for support
. http://forum.yubico.com/
« Yubico Wiki for knowledge
 http://wiki.yubico.com/
« PAM module

« Documentation describing how FreeRadius is
used to provide a Radius server

« OpenlD server - http://openid.yubico.com/
« YubiKey plugin to simpleSAMLphp


http://forum.yubico.com/
http://wiki.yubico.com/
http://openid.yubico.com/

 http://yubico.com/developers/personalization/

e Alternatives:

1.Windows Personalization Tool
2.Windows COM/ActiveX component

3.Free software portable library + tool

- C code, BSD license - packaged by Debian etc
- http://code.google.com/p/yubikey-personalization/

4. Third-party Mac graphical interface


http://yubico.com/developers/personalization/
http://code.google.com/p/yubikey-personalization/

* YubiKeys can be protected with a lock
code

* Prevents unauthorized re-programming of
the YubiKey

« The AES key can never be read out from
the device

« Recommendation: If you personalize
YubiKeys yourself, set a random locking
code on each device



http://code.google.com/p/yubico-c/
Core library written in C

BSD license - included in Debian, Fedora etc

Functionality ported to Java, PHP, Perl, Python, ...

« Low-level, example interfaces:

extern void yubikey parse (const uint8 t token[YUBIKEY BLOCK SIZE],
const uint8 t key[YUBIKEY KEY SIZE], yubikey token t out);
extern void yubikey modhex encode (char *dst, const char *src,
size t srcsize);
extern int yubikey modhex p (const char *str);
extern uintl6e t yubikey crcl6 (const uint8 t * buf, size t buf size);
extern void yubikey aes decrypt (uint8 t * state, const uint8 t * key);


http://code.google.com/p/yubico-c/

DEMO

1.Reprogram a YubiKey with 'ykpersonalize'
2.Debug generated OTP using 'vykdebug'



jas@mocca:’ —

File Edit View Terminal Help

jas@mocca:~$ ykpersonalize -ofixed=ccccccoccccc B Yolololelolclelolelolelelclelole olelelole o e olelelo e o e ]EN
010]

Firmware version 1.3.5 Touch level 6608 Program sequence 3
Configuration data to be written to key configuration 1:

fixed: m:ccccccccceccc

uid: h:000000000000

Key: h:0000000000000000000000000000R0000
acc_code: h:000000000000

ticket flags: APPEND CR

config flags:

Commit? (y/n) [n]: vy
jas@mocca:~$% ykdebug 000000ECHEEEOEEOEACHEEEREEEERAEMEE ccccccccccccilgucgnlellkek
dtujinfvllbjirtbcdf
warning: overlong token, ignoring prefix: ccccccccoccooco
Input:
token: ilgucgnleilkckdtujnfvllbjirtbcdf
7a be UL ba 37 a9 09 2d e8 b4 fa al 87 cd 10 24
aeskey: QOOOREEEERAEEEEAEREEAEREEEEEAOA0
00 00 OO R 00 QO O 0O BE R B O L OO OB G
Output :
OO 00 B0 R OB O 1 B 35 c3 c3 00 83 ef 70 Ba

Struct:
uid: 00 Q0 00 OO OO QO
counter: 1 (OxO001)
timestamp (low): 49973 (Oxc335)
timestamp (high): 195 (Oxc3)
session use: @ (OxEO)
random: 61315 (Oxef83)
crc: 2672 (OxBaji)

Derived:
cleaned counter: 1 (OxEOG01)
modhex uid: ccccccccccocc
triggered by caps lock: no
crc: FOBB
crc check: ok

jas@mocca:~%




* Protocol specification online:
« http://yubico.com/developers/api/
« Concept of client identity

e Optional HMAC signing of
requests/response

 Simple Query and response (v1):
* http://api.yubico.com/wsapi/verify?id=42&otp=vvvvvvcurikvhjcvninbecbkubjvuittbifhndhn

« h=hhbVQZYVvkEWUdhYjx1hjB/yeW/Y=
t=2008-01-11T03:51:21Z20079
status=0K


http://yubico.com/developers/api/
http://api.yubico.com/wsapi/verify?id=42&otp=vvvvvvcurikvhjcvnlnbecbkubjvuittbifhndhn

 Generate your own client identity & HMAC
key online:

« http://yubico.com/developers/api/

* You will be allocated one integer and a
newly generated random base64 string

« Used by client software to sign requests
and validate responses


http://yubico.com/developers/api/

DEMO

1.Verify an OTP against Yubico Validation Server
using command line tools



jas@mocca: —

File Edit View Terminal Help

jas@mocca:~% wget -g -0 - 'https://api.yubico.com/wsapli/verify?id=1&otp=ekhgihbc
trgnvvkftttuhlhrkibeutukkgkgdhiblihr!

h=Wsk3+VXb9vU/KVnny /xV4Wd]1 fsh=

t=2010-04-19T09:32:2770185

status=0K

jas@mocca:~% wget -g -0 - 'https://apl.yubico.com/wsapli/verify?id=1&otp=ekhgjihbc
trgnvvkftttuhlhrkibeutukkgkgdhibljhr'

h=nFjt9rtSyselFRXosXtgk 1K/ Vjw=

t=2010-04-19T09:32:3270165

status=REFLAYED OTP

jas@mocca:~% wget -gq -0 - 'https://api.yubico.com/wsapl/verify?id=1&octp=ekhgjhbc
trgnvvkftttuhlhrikibeutukkgkgdhibljhr'

h=UGPNEBDMAMTyB0JIQCgihlz6M1LMAM=

t=2010-04-19T09:32:3370765

status=REPLAYED OTP

jas@mocca:~%




e Supports distributed servers

« Each client query in parallel all servers
« Servers all talk to each other
« Clients waits for positive validation

« While waiting, will reject OTP if any
negative response is received

« Some servers may respond “replayed
request” if they became aware of the query
through another validation server first



e C library, PHP module, many others...

PHP code easy to install and use

« wget http://php-yubico.googlecode.com/files/Auth Yubico-1.9.tgz
pear install Auth Yubico-1.9.tgz

=7php
require_once 'Auth/Yubico.php';
$otp = "ccbbddeertkrctjkkcglfndnlihhnvekchkcctif";

# Generate a new id+key from https://api.yubico.com/get-api-key/
$yubi = &new Auth Yubico('42', 'FOOBAR=');

$auth = $yubi-=verify($otp);

if (PEAR::isError(%auth)) {

print "<p=Authentication failed: " . $auth-=getMessagel();
print "<p=Debug output from server: " . %$yubi->getLastResponse();
I else {

print "<p=You are authenticated!";

h

>


http://php-yubico.googlecode.com/files/Auth_Yubico-1.9.tgz

« YK-VAL: YubiKey Validation server

 Free software http://code.google.com/p/yubikey-ksm/

« YK-VAL responsible for verifying YubiKey OTPs
following Yubico's web service API protocol

« YK-VAL requests AES decryption from YK-KSM

¢ YK-KSM: YubiKey Key Storage Module

 Free software http://code.google.com/p/yubikey-val-server-php/

« YK-KSM responsible for storing AES keys and
decrypting incoming OTP


http://code.google.com/p/yubikey-ksm/
http://code.google.com/p/yubikey-val-server-php/

]

YK-KSM 1

SE/Stockholm US/California SE/Stockholm
- > - | - |
YK-VAL API 1 YK-VAL API 2 YK-VAL API 3 YK-VAL API 4
SE/Stockholm US/California US/Texas UK/London

. .

. ___

API Client 1 API Client 2 API Client ...



* Internal redundancy: YK-VAL is configured
to query any number of YK-KSM machines
and will use the first valid answer

 The YK-KSM can be cloned easily:

 No synchronization of data necessary beyond
loading of AES keys

 The YK-VAL can be replicated

« Requires loose synchronization of OTP
counter fields between YK-VAL instances
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File Edit View History Boolkmarks Tools Help

e v (& @ [:i}ii:|http:ffforum.yubico.comf V] [-.ZIV|-23-:--:--:JIe
& forum.yubico.com = Inde... | 4 v
@ Login Register E FAQ @ Search i

It is currently Mon &pr 19, 2010 7:52 am
] The Yubico Forum is intended for anyone who wants to learn, question,
comment or contribute to Yubico's technology. To aveid spam and
misuse we only allow YubiKey owners to post comments. If you do not
have a YubiKey, you can send your question to forum@yubico.com or
trust the net order a YubiKey at www.yubico.com/products/order.

View unanswered posts | View active topics

Board index All times are UTC - 8 hours

Topics Last post
@ General o o Thu Apr 15, 2010 &:04 am
Meta-issues and general announcements, sarmir *0
Yubikey
Hardware / Firmware / Config Tools Wed Apr 14, 2010 2:52 am
Questions and discussions related to hardware aspects of the Yubikey, 10z 526 1akobE 0

Web Service Client Software

Using our anline verification server for validating Yubico One-Time Sat Apr 17, 2010 7:19 am
Passwords, Here goes questions about the PHP class, the PAM module, the E S5 jonr +0

Java client library, and so an.

Server Side Software

Walidating Yubikey OTPs using the AES key directly, typically anly for server Tue Mar 30, 2010 11:08 am
integration or disconnected use, Here goes questions related to 'yubice-c' g 222 asg 0

and 'yubico-j' projects.

Hi-Priority Proj Help Needed uest for Pro =]
These are solutions many are asking for, and a place to post Yubikey 9 56
integration related jobs.

Wed Apr 14, 2010 10:12 prn
rootinflux 0

Community Proj
Discussions about new projects to use the Yubikey with a new protecel, Sun Feb 28, 2010 7:22 am
language or environrment, Ideas include Python or Perl based basic server e ik murlack 0

libraries, Windeows loegin suppert, but can be anything.

YubiKey 2.0 Tue Apr 13, 2010 7:15 am
Discussions related to YubikKey v2.0 specific features, il et sarmir *0
OpenlD

Fri Mar 19, 2010 2:21 pm

OpenlD related uses of the Yubikey, incuding discussions far how to use 21 a2z
adedommelin *0

Yubice's OpenlD Sarver,

Promote Your YubiKey-related Solutions
Develapars can list well tested, decurmented Yubikey applications here. 18 104
Buyers can look for YubiKey related applications and developers here,

Sat Feb 20, 2010 4:38 pm
marks #0
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Main Page

The YubiKey Wiki

The portal for software and services supporting the YubiKey

Everyone is welcome to read, but to avoid misuse only Yubikey users can edit.

o o

Organization

VPN, RADIUS, Windows login

Product Description

Authentication Mode

Business Model

Actividentity & Fortress authentication server oTP Licensed software USA, Global
AuthLite @& Windows Active Directory integrated login oTP Licensed software USA, Global
Cybercom & Trusted Security Server

Milee Clark &2 Yubidus - YubiKey enabled radius server Free open software Global
MobilityGuard & MG authentication platform Licensed software Sweden, Chile
Mi-Token & Authentication software OTP, OATH Licensced software APAC
Radiator Radius & Enterprise authentication server oTP Licensed software

Rohos & Windows Local login, Remote Desktop login OTP, Yubikey ID Licensed software Europe, Global
Sun g Open S50 authentication server oTP Free open software Global
YubiR adius ¢ Basic YubiKey enabled RADIUS authentication service oTP Free open software Global
RADIUS_on_Premise @& Proof of concept implementation of YubiKey enabled RADIUS Server oTP Free open software Global

Organization

Crasman i

CMS & editing

Product Description

Crasmanager CMS

Authentication Mode

Business Model

Licensed software

Finland, Global

Drupal &

CMS software

oTP

Free open software

Global

[<]




Pluggable Authentication Module (PAM)

User authentication and authorization
under GNU/Linux & Solaris

Used in other environments to achieve
modularity, e.qg., Radius

Challenge-Response approach

 http://code.google.com/p/yubico-pam/
 C code, BSD/GPL, Debian packages

Useful for SSH and Desktop login


http://code.google.com/p/yubico-pam/

« Decentralized web-based authentication system

« Serious phishing security issues!
« One-time passwords are cost effective solution
« SMS passcodes, X.509 https other approaches
e Three parties:
1.ldentity Provider (IdP)

2.Relying Partner (RP)
3.User - identified by an OpenID URL



« Based on JanRain's OpenlD library and
their example OpenlID Server

 Minimally modified to support YubiKey
« http://code.google.com/p/yubico-openid-server/

« Running on http://openid.yubico.com/ as free
service - all existing YubiKeys have an OpenlID URL
automatically

« Easy to use with your own URL, just add two HEAD
META tags to your HTML page

e No vendor lock-in!


http://code.google.com/p/yubico-openid-server/
http://openid.yubico.com/
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e Security Assertion Markup Language

« Format to exchange authentication and
authorization information between
security domains

e Specified by OASIS: www.0asis-open.org

* Primary use case is web browser sign on
but protocol is transport agnostic


http://www.oasis-open.org/

 simpleSAMLphp (SSP) PHP based SAML
server with YubiKey plugin

« Sun/Oracle's OpenSSO server with
YubiKey plugin

e Both are free software, commercial
alternatives exists

* YubiKey hosts SSP as
http://saml.yubico.com/

* Free service for all YubiKey owners


http://saml.yubico.com/
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