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What is OpeniD?



Decentralized
web-based
authentication system



What does that mean?



. . Password
Sign in Theft
to ¥ahoo! \

Yahoo! 1D I—

sigh In

Forget yvour ID or password? |
Help

Sign in to Gmail with your

Google Account

lsername: |
Password: |

[« Remember me on this
compLter.,

Sign in |

| cannot access my account
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You don't need to maintain
a username and password
database for your web site



How do I use it?



You pick a provider
you trust



You can change provider
any time you want



WordPress.com » Get a Free Blog Here - Iceweasel
File Edit View History Bookmarks Iools Help

& - - @ @ nup:iwordpress.comy >
[—

@ WORDPRESS

Sign Up Features Support Story Advanced

WordPress is also available in Svenska

Express yourself. Start a blog.

See our free features »

1,932,247 Brocs wits 44,707 NEW POSTS TODAY. N
Already Hip? Right Now in Tags ~ More»

Hawt Post Username, Art
Books
Christmas
Culture
[image] Q: How do you get a blonde out of a tree? A Wave Entertainment
According to this map - and if you really believe that [™ Remember e Logi)
blondes have less brains -a nasty falllike that is more likely Lost your password?

to happen in the ¢

214 - The Blonde Map of Europe Passward

Events
Family
Food
strange maps
e me Friends
Humor
November Wrap-up Ll fe

Theme Thursday: Love
The Journalist

WordPress News

Welcome to MyOpenlID - Iceweasel
File Edit View History Bookmarks Tools

€« @of

% myOpenID

SECURE GPENID PROVIDER

JOIN THE CLUB

FSFE OpenlID Server

Welcome!

This is the OpenID server of the =

OpeniD - Iceweasel

Create an Account  Post to Journal  Explore  Gift Shop

What is Openl|

Livedournal.con

iSign' Labs : Personal Identity Provider

Take Control of Your Identity.
Manage your online identity without compromising
your privacy with PIP, the free Personal Identity
Provider from VeriSign

ERTISEMENT

em, leting you bring your LiveJournal.com
their identlty here. After all not

Home | Signin | Help and Support

tenter your journal URL. (you don't
re oull be
r. Youcan

Signin

> Leam More About PIP
> Sign Up for an Account

| Get SeatBelt for Firefox

Yubico - Trust the net. - Iceweasel

file Edit View History Bookmarks Tools Help

Welcome to claimiD.

claimiD Login:

Password:

Log into claimID | |nNeed help?

claimlID is the free, easy way

to manage your online

identity

Secure Login
You might also wish to:

 Create a new account
« Recover your password

with I OpemD. « Log in with your claimiD

 Log in with your OpeniD

cliiD | OpeniD | About | Terms of Service | Privacy Policy | Contact | clamip Blog £

OpeniD Enabled I Get vour OpenlD today!




You can even run the
server yourself




C++

PHP

Python

C#

Java

Perl

Ruby



http://wiki.openid.net/Libraries



http://wiki.openid.net/Libraries

Too many choices, I'm lazy.



33k employees



LIVEJOURNAL

Zoganr
claimiD "




Y

LIVEJOURNAL



AOL %

65m users



Ok, I have an account,
now what?



Welcome to myOpenlD - [lceweasel
File Edit \iew History Bookmarks Tools Help

@ - - @ . 4} A& nttps://mww.myopenid.com/ & x| B |[Cl=| Google

% myOpenID

SECURE OPENID PROVIDER

WELCOME TO MYOPENID

NEWS

myOpenlD now supports Information Cards. With a self-issued Information
Card you can sign-in to myOpenlD (as well as sign-up and recover your
account) without ever having to remember a password.

Information Cards are supported on Windows (XP{Vista), Linux, and Mac OS
X. Learn more on our blog. To set up an Information Card for your account, go
to your Authentication Settings page.

NEW TO OPENID?

Our tutorial will help you get started using your OpeniD.

YOUR PERSOMNAL 1CON

YOUR ACCOUNT

bitpef simon|. myopenid.com!

Home

Registration Personas
Account Settings
QOpenlD Site Directory
Your Affiliate Sites
Sign Out

s

www. myopenid.com & | Tor Disabled




Find sites that
supports OpeniD



(or better, ask the sites you
use to support OpeniD)



Free Worldwide Travel Guides - Wikitravel - [ceweasel
File Edit View History Bookmarks Ibols Help

@ -2 - @ (@ [+ hpywikiravel. org/en/Main_Page [
2 Mypage mytalk  preferences my watchlist my contributions log in / create account

TWikitravel
navigation

Mein Page Main Page

Project Home Mainrege ...

Today's log

Recent changes

Random page "
Help reliable worldwide travel guide. So far we have 17,164 destination = South America

Wikitravel Shared quides and other articles written and edited by Wikitravellers from around = Australasia & Oceania = Central America & Caribbean
Wikitravel Extra the globe. Check out the Help page to see how you can edit any page = Europe Other destinations
right now, or the Project page for more information about Wikitravel = Middle East Travel topics & Phrasebooks
and getting involved.

Plunge forward!

avel is a project to create a free, complete, up-to-date, and i North America

g

Pibb: Stay in the Loop - Iceweasel EE

e
& -»-@ o @ Qhpsipibbcony ——  §]

search

Pibb for all your communications

Pibb combines the best features of instant messenger, chat, email, and
bulletin boards.
+ Messages are delivered instantly, or can be retrieved later

New threads are stored and searchable like email or bulletin board

Start public channels about your favorite subjects

Use private channels to communicate with groups or your social

network

Send private messages to your friends

Pibb will notify you when you have new messages

Angkor Archacological
Park, located in northern S A e small reserve located in the
Cambodia, protects some of 7 Gauteng Province of South Africa
the world's great archasological f Despite 272 bird and 530 plant
species, not to mention hippos.
thinos, zebras, ostriches and vast
= Gneasl poges Wat, Bayon and Baphuon are ! numbers of various antelopes, the
- Prmtable varoion among the temples awatting ‘ - reserve is generally not very busy
= Permanent link the visitor. (more..) and you will often have a bird hide all to yourself. (more..)

B

STAY IN THE LOOP = What links here
= Related changes

= Upload file

- . ; in other languages
Who is using Pibb?

JanRain, Inc.

Software company using a secure private channel to keep it's employees
connected in a fast paced startup environment.

= car Phgina principal Discover

= de: Hauptseite = The $50,000 honeymoon suite package at the Peninsula Hong Kong, a hotel in the Kowloon district, includes a helicopter
tour of the city.

= A Salzspeicher (salt warehouse) in Libeck, Germany was the lair of the title vilain in two movies featuring the vamp

Ron Paul Supporters Nosferatu.

Using a public Pibb channel to mobilize and get the vote out. It's free!

Tor Disabled

Ma.gnolia
Social bookmarking site Ma.anolia uses Pibb for real time user support and
feedback,

Search the pibb channel directory

Search |

Browse the directory

Ma. gnoelia.com - Find Web Sites & Build Community Online - Iceweasel
File Edit View History Bookmarks Iools Help

¢ - - e @ ﬁl}f & http://ma.gnolia.com/

signin . Learn More

< Zooomr | Share the Full Experience - Iceweasel
File Edit View History Bookmarks Iools Help
> - @ . (% [ http/www.zooomr.com >

f Sign-In % Sign-Up

2000nrT

Universally the best way
to share, search, store,
sort and sell your photos
online.

Discover, share and discuss the best of the web. Join Us or
Learn More.

Digg Explorer v1.1
Marked in Ma.gnolia by kriwil

Find more about digg tool
Damien Tanner's Dashbe
Discover sites about
Featured Linker Hot Group
Michael Biven Art

Zooors about Zooonr Beq Zipfey

Y S
Transferring data from scst.srv.girafa.com. | ) | Tor Disabled




cu

Done

View more photos »

Espaiol | Deutsch | ltaliano | Polski
Mederlands | Pycckuin | AES | fa) b3 | @by

Discover LastDay LastWeek LastMonth Public Zipline  Search

Learn More Help Group  EMail Support

Portugués

= Sign-In « Sign-Up

Universally the
best way to share,
search, store,
sort and sell your
photos online.

Learn More

Portugués (BR) 1

About Fooomr | Blog | Zipfox | Zooomr TY | Terms Of Service | Privacy Policy

Tor Disabled




u Zooomr | Share the Full Experience - Iceweasel
File Edit \iew History Bookmarks Tools Help

G- -1 4 2 nttpdiwww.zooomr.com/login/openid/

& Find Friends! » OR @ Sign-In '* Join Zooomr!

Sign-In | OpenlD what is OpenID?

‘ "simonj.myopenid.com
Let's Go Exploring! Cancel

OpenlD Examples:

“VOX: http:/flusername.vox.com/

2 myOpenlD: http:/fusername.myopenid.com/
“LiveJournal: http://username.livejournal.com/

Language Select | English | Espafiol | Deutsch | Italiano | Polski | Portugués | Portugués (ER) |
Mederlands | Pycckuit | A4S | o #heh3z | Mgz

Discover LastDay Last‘\Week | LastMonth | Public Zipline | Search
Help Learn More Help Group | EMail Support
Jooomr  About Zooomr | Blog | Zipfox | Zooomr TY | Terms Of Service | Privacy Policy

Tor Disabled




OpenlD Verification - Ilceweasel
File Edit \iew History Bookmarks Tools Help

@ -1 - @ 4} |A nttps:/mww.myopenid.com/trust?request_id=f409661 [~ B | [[Gl-[Goocle

% myOpenID

SECURE OPENID PROVIDER

YOUR PERSOMNAL 1CON

OPENID VERIFICATION YOUR ACCOUNT

A site identifying as all sites matching http:/fanything.zooomr.com/ has asked

: . . . . : ) ) http/simon].myopenid.com/
us for confirmation that 1 hitp:/simonj.myopenid.com/ is your identity URL.

Home
Allow Forever| Allow Once| Deny| Registration Personas
What exactly do these buttons do?

Account Settings
QOpenlD Site Directory
Your Affiliate Sites
Sign Out

Help | Feedback | Privacy | Language: Blog | About Us | @ 2007 JanRain, Inc.
Mot set my CpenlD™ and the myCpenlD™ website are trademarks of JanRain, Inc.

s

www.myopenid.com & | Tor Disabled




And this is new?



=)

SAML (&

\C = : :
Ly - HIggINS

Cardspace

X.509 / elD


http://www.projectliberty.org/
http://en.wikipedia.org/wiki/Image:OpenID_logo.svg

How does
OpeniID work?



RTFM



http://openid.net/developers/specs/

New! Version 2.0!


http://openid.net/developers/specs/

OpeniD Terminology..?



“User-Supplied Identifier”

What you type at the
OpenliD URL prompt

simonj.myopenid.com

josefsson.org



“Relying Party” (RP) aka
“Consumer”

Web site that wants
proof of who you are

WikiTravel
Zooomr

LiveJournal



“OpeniD Provider” (OP)

Web site that you rely on for
authentication services

myOpeniD
VeriSign PIP
Livejournal

Yubico



Protocol flow...?



1. User enters Identifier at RP



2. RP locates the OP

-+ Several mechanisms exists, simplest is to retrieve
the URL and look for HTML HEAD link rel nodes



3. RP redirects browser to OP

- HTTP redirect, the new URL contains Diffie-
Hellman exchange and parameters for OP



4. OP authenticates user
- The protocol doesn't care how this happens



5. OP redirect back to RP

- HTTP redirect again, the new URL for RP
finishes the DH and provides information



Can OpeniID do more?



Yes!

“Simple Registration”



Your OpenlID server can send
personal information to the
web site



Email, nickname,
home address, etc



Allows multiple “personas”,
or user profiles



You need to trust your
OpenlID server to not reveal
anything without your
approval



I don't want to be
foobar.myopenid.com!

I'm foobar.com.



Add

<link rel="openid.server"
href="http://www.myopenid.com/server"/>

<link rel="openid.delegate"
href="http://foobar.myopenid.com/">

to http://foobar.com/ HTML source.



About us - lceweasel
Eile Edit View History Boolkmarls Tools Help

<o -0 - @ o (&} ¥ nttp:/fosefsson.org/

Simohn Josefsson Datakonsulit

> b= About us

» Contact

< (T Simon Josefsson Datakonsult (S]D) implement and standardize network security
) g nrotoenls Onir enlnitinns are often 11sed 1in the wirelees and embedded markets We

(<] Source of: http://josefsson.org/ - Iceweasel

File Edit View Help

<!DOCTYPE html PUBLIC "-//W3C//0TD XHTML 1.1//EN"
“http://www. w3, org/ TR/ xhtml 117070/ xhtml 11, dtd" >
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en"=
<head=
<meta http-equiv="Content-Type" conmtemt="text/html; charset=UTF-8" /=
<meta name="generator" contemt="AsciiDoc 8.2.2" />
<meta name="description" conmtemt="Simon Josefsson Datakonsult" /=
=meta name="keywords" comtent="network security free software consultant developer programmer standardization" /=
<link rel="stylesheet" href=". /xhtmlll.css" type="text/css" /o 00l ol iibl s e ubico.com/server,
<link rel="stylesheet" href="./xhtmlll-quirks.css" type="text/css" /=
<link rel="stylesheet" href="./layoutl.css" type="text/css" /=
<title=fbout us</title=
</head=>
<body=

<fiv dd="lavout-hanner":=
£

Line 9, Col 138

We are primarily working with network security and internationalization technologies related

» Projects to:

+ Kerberos,

b

Done Tor Disabled




Changing provider by
editing two lines of HTML

Your OpeniD URL
remains the same



Are there security
problems in OpeniD?



Phishing Is a real security
problem for OpeniD



Solutions?



You need to sign in

" You need to log in to idproxy.net to complete this process.

* You should use a bookmark or type in the address to do this. This
- page does not contain any links, to protect you from phishing.




&1 Windows CardSpace

Do you want to send a card to this site?

Review the following site information and privacy statement to decide if you want to send a card ta this
site.

» This site does not meet Windows CardSpace requirements for a bank or major Internet
& business. To learn more, dick Why is this important?

Site information:
www identityblog.com
Organization name not verified
Location rot verified

Wiew privacy statement

Cards that are sent to this site may be sent to the site’s designatad agents.

Site information verified by:
Starfield Secure Certification Authority

< Mo, retum to the site

Tasks

View certificate detais
Wiew privacy staterment

Disable Windows

CardSpace

Wiy is this important?

Help




Better Solutions?



Protocol changes to OpeniD?
(unlikely!)



Generally, just avoid
using passwords



HTTPS with client-
side certificates
(complex!)



Hardware authentication
devices






Company started
in May 2007



6 people in Stockholm
and California



Yubico Identity Platform

OpeniD, Radius, PAM, PHP, Perl, ...



Developing a multi-
platform USB key with no
device drivers



RFID card with
buttons, card reader
and proprietary
device drivers



USB key with
pin entry



USB key with
one button



Ultra-Thin
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. Free Worldwide Travel Guides - Wikitravel - Ilceweasel
File Edit View History Bookmarks Tools Help

ﬁ - ib - @ (%] ﬁj |4 http:/fwikitravel,.org/en/Main_Page FIRD =

2 My page my talk preferences  my watchlist  my contributions  log in / create account

X
-‘wikibravel article | | discussion | | view source | | history |

navigation

ein Page Main Page
Project Home

Today's log
Recent changes

Rar|Sy Login with OpenlD’ - Wikitravel - lceweasel
File Edit Wiew History Bookmarlks Iools Help

¢ - Iﬂ - @ (%] ﬁj H-' http://wikitravel.org/en/Special: OpenlDLogin |'\ b] | oogle

|
TWikiravel | seecal |

navigation
Main Page Login with OpenID
Project Home
Today's log
Recent changes

.
.
.
.
= Random page may already iS5 Yubico - Trust the net. - lceweasel
.
.
.

Plunge forward!

2 My page mytalk preferences  my watchlist  my contributions  log in / create account

Plunge forward!

Wikitravel supports the OpeniD standard for single signon between Web sites. There are many Public OpeniD providers, and you

Help N N N N
Wikitravel Shared Users of otff T8 Edit Miew History Bookmarks Iools Help

Wikitravel Extra Wikitravel by

httpwikiva ¢ - - @ kd ﬁ!{ |0 http:/fopenid.yubico.com/server.php?openid.assoc_handle= || |
feed :
:CT:avel news and <) Verification succeeded - Wikitravel - Ilceweasel

trivia If you already| Fle Edit View History Bookmarks Iools Help
with an accou

EEarch normally. G- - @ L (3 [+ nttpy/Awildtravel.org/en/Special:OpenIDFinish?nonce=|aCtl & [~ | | [[Cl-] Google
—
|
Go Search I ¥Yahoo! use WWikibran special

toolbox

= Upload file
= Special pages

8 Jas mytalk my preferences  my watchlist  my contributions  log out

Plunge forward!

AOL or AIM navigation . l
nourscreenn Main Page Verification succeeded

Project Home
I josefsso

Today's log
Recent changes
Random page Return to Main Page.
Help

Wikitravel Shared
Wikitravel Extra

verification succeeded

feeds

= Travel news and
trivia

search

Ii
il Search I

toolbox

= Upload file
= Special pages

Privacy policy About Wikitravel Terms of use

Tor Disabled




How does the
Yubikey work?



128-bit AES key



Two factor authentication






Wallet size



No display or batteries



Answers?

Copyright © 2007 Simon Josefsson
Copying and distribution of this file, with or without modification, are permitted in any medium without royalty provided the copyright notice and this notice are preserved.
Credits: Some screenshots from Simon Willison



Add

<link rel="openid.server"
href="http://openid.yubico.com/server.php" />

<link rel="openid.delegate”

href="http://openid.yubico.com/user/?id=ljitnbjbcujvh” >
Replace ljitnjbcujvh with your
Yubikey's identity string: the first 12
characters printed by the key when
you press the button



